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MWHUCTEPCTBO OEPA30BAHMUA N HAYKW POCCUACKOW ®EQEPALINU

OENAPTAMEHT rOCYAAPCTBEHHOM MONIUTUKU B COEPE
OBLUEro OBPA30OBAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHUA UHO®OPMALINU

[enapTtameHT rocygapCTBeHHOW nonuTMku B cdepe obwero obpasosaHua MuHoGpHaykm Poccun
HanpaenseT Ansg cBedeHus paspaboTaHHble BpemeHnHon komwuccuen Coseta Pegepaumm no  pasBUTUIO
NMHOPMALIMOHHOIO obLecTBa MeToaMYecKkMe pekoMeHgauuy O pasMeLleHMU Ha WHMOPMALMOHHbLIX CTeHaax,
odmumanbHbIX MHTEPHET-CalTax U OPYrnx MHOpPMaLMOHHLIX pecypcax oblieobpasoBaTenbHbIX OpraHvM3auni u
OpraHoB, OCYLLEeCTBNALWMX ynpasneHne B cdepe obpasosaHus, MHpopmauun o 6es3onacHOM MOBeAeHUUN W
ncnonb3oBaHun cetn "HTepHeT".

OuvpexTop [enapTtameHTa
A.E.TTETPOB

MpunoxeHue

METOAMYECKUE PEKOMEHOALIMU
O PASMELLEHAUN HA WH®OPMALIMOHHbIX CTEHOAX, O®ULIMATIbHbLIX
WHTEPHET-CAUTAX U APYI'NX MUHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFTAHOB, OCYLLEECTBNAIOLLNX
YNPABJIEHME B COEPE OBPA30BAHUA, UH®OPMALIMKA O BESONACHOM
NOBEOEHUMN U UCNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn u uneHamn BpemenHon komuccun CoseTa depepaumy nNo pasBuTUO MHEGOPMAaLMOHHOMO
obLecTBa B paMKax BbINOMHEHNST peKOMeHAauni napaamMmeHTCKnx criywaHmmn "AktyanbHble BONPOCkl o6ecneyeHms
6e3onacHOCTV 1 pa3BUTUS geTen B MHAOPMaLMOHHOM npocTpaHcTee", koTopble npownu B Cosete ®egepauun 17
anpena 2017 r., 6binn paspaboTaHbl MeToOuYecKMe peKoMeHAauum O pasMelleHMn Ha WHEOPMAaLMOHHbIX
CTeHAax, oduuManbHbIX WHTEPHeT-canTax W Jpyrux WMHMOPMALMOHHBLIX pecypcax obweobpa3oBaTenbHbIX
opraHuM3auMin 1M OpraHoB, OCYLLECTBASIOWMX ynpaBrneHne B cdepe obpasoBaHus, uHdopmaumm o 6e3onacHom
noBefeHUn 1 ncnonb3oBaHun cetn "MIHTepHeT" (Banee - MeToanyeckne pekoMeHaaLumm).

MeTognyeckne pekoMeHAauuM HarnpaBfeHbl Ha KayeCTBEHHOE MOBbILEHNE YPOBHS WMHAOPMAaLMOHHON
aesaTenbHocTn obweobpa3oBaTernbHbIX OpraHW3auun M OpraHoB, OCYLUECTBSOWMX yrnpaBrneHne B cdepe
obpa3oBaHMsi, B 4YacTu MHPOPMUPOBAHMSA Yy4yalUMXCs, WX poauTenen (3akoHHbIX npeacTaBUTENEn) U
negarormyecknx paboTHMKOB 00 OCHOBHbIX acnekTax MHopMaLMOHHON 6e30MacHOCTH.

MeToanyeckne pekoMeHZaumm No3BonAT  obuwieoOpasoBaTernbHbIM  OpraHusaumMsiMm U opraHam,
OCYLLECTBMAIOLWMM ynpasneHne B cdepe ob6pa3oBaHWs, akTyanuampoBaTb YXKe MCNoNb3yemble U pa3MeLleHHble
NMH(OPMAaLMOHHbIE MaTepuarbl, Tak U NOArOTOBUTb UX B Crlyd4ae UX OTCYTCTBUS C YYETOM Jy4LUMX MPaKTUK U
pekomeHaaunin.

B pamkax MeTogu4eckmx pekoMmeHgaumn paccMaTpmMBaroTCs CreayoLme MHCTPYMEHTbI:
1. NHpopMaLMOHHBbIE CTEHAbI;

2. ohumanbHble UHTEPHET-PECYpChl;
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3. cpegcTBa MaccoBoy UHopmauny (LLUKOMbHbIE ra3eThbl, Negarorniyeckme u3gaHus n apyrue).
UHdopmaumnoHHble cTeHAabI

Ha wHdOpMauMoHHbIX CTeHdax B obweobpas3oBaTerbHbIX OpraHu3auusx, pacrnosioXeHHbIX B dhone
YYPEXOEHUN M B KaOWHeTax, OCHALLEHHbIX MepCOoHanbHbIMW YCTPOMCTBaAMM ANS Bbixoda B ceTb "VIHTepHeT",
pekomMeHayeTCcsi pasMecTuTb UHEOPMaUMOHHbIE MaMATKW, COOEepXallne OCHOBHblE COBETbl MO obecneyeHuio
NHGOPMALIMOHHON 6e30MacHOCTH yYaLLMXCS.

B npunoxeHun N 1 Kk MeToan4YeckuM pekoMeHaaumsiM npeacrasrneH obpasel, NamMsaTkvM Ans pasMeLLeHns Ha
NH(OPMALIMOHHBIX CTEHAAX.

CpeacTtBa MaccoBoW MHcopmauumn

B cpeactBax MaccoBoi MHGOPMaLUWUM, OPUEHTUMPOBaHHbLIX Ha OBYYaloLWMXCS, PeKOMEHOYETCH B TeYeHue
y4eGHOro roga perynsipHo nyGnukoBaTb MHGOPMAaLMOHHbIE MaTepuarbl, NOCBSALWEHHbIE OTAEMbHbLIM acrneKkTam
MHbopMaLMOHHON Ge30nacHOCTH, a Takke pasnuyHble NamMsATKM OBLLEro XapakTepa.

B cpenctBax MaccoBoi  MHGOPMaLMKW, OPWMEHTUMPOBAHHBLIX Ha MefarorMvyeckyld  OBLLECTBEHHOCTb,
pekoMeHayeTCA B TeyeHue KkaneHaapHoro roda perynspHo nybnukoBaTb WMHGOPMAaLUMOHHbIE MaTepuansl,
MOCBSILLEHHbIE OTAENbHLIM acnekTam WHMOPMaLUMOHHOM Ge30nacHOCTM Kak HEeCOBEPLUEHHOMETHUX, Tak U
obLeobpasoBaTenbHbIX OpraHM3auuid, a TawkKke pasnuyHble MamsTkM, 0630pbl  HOPMAaTWBHO-NPaABOBOIO
perynupoBaHusi aHHON cdepbl U MHOPMaLMIO O aKTyarnbHbIX MEPOMNPUATUSX U COBLITUSIX B JaHHOW cdepe.

B xome npoBegeHuss EguHoro ypoka no 6esonacHocTn B ceTu "VIHTEpHET" pekoMeHayeTcss obecneyntb
BbIMYCK TEMATUYECKOro BbiMyCcka CpeAcTBa MacCoBOW WHopmaumm nubo cepuu nybnukauui, cpeaum KOTopbIX
pPacCcMOTPETb OPraHM30BaHHbIE MEPOMNPUATUSA ANA O0yyalLlWmXcs, UX poauTenen (3akoHHbIX NpeacTaBuTenen) u
negarorMyeckom oOLLLEECTBEHHOCTH.

OdmumnanbHble UHTepHeT-pecypcbl
O6uleobpa3oBaTenbHbIM  OpraHn3auusM pekoMeHOyeTcs Ha cBoux oduumanbHelx WHTepHeT-pecypcax

obecneunTb (YHKLMOHMPOBAHWE CaMOCTOSITENBHOMO U cneuuanusMpoBaHHoro pasgena "MHdopmaunoHHas
Ges3onacHocTb", B paMKax KOTOporo npeaycMoTpeTb pasMeLleHne cneaytoLein nHopmMaumu:

N Paspgen/nogpaspgen | ®opmat npeacraBneHus CopgepxaHue maTepuarnos
maTtepuanos
1. JlokanbHble Konuu OOKymMeHTOB B PaameluaroTcsa Konum OKYMEHTOB, T.€.

HOpMaTuBHbIE aKkTbl B | popmaTe *PDF CKaHUPOBAaHHbIN BapnaHT JOKYMEHTa,
chepe obecneyeHms cooTBeTCTBYOLWUA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
6e3onacHocTu PasmMellaoTcs JOKYMEHTHI,
obyyatomxcs pernaMeHTUpyloLmne opraHn3aumio u

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MEPONPUATUIA NO obecneveHunto
WMHopMaLNoHHO BGe3onacHOCTU
oby4yarowmxcs n gpyrue.

2. |HopmatusHoe Konuu nokymeHTOB B My0GnukytoTCs akTyarnbHble CBEAEHUS O
perynupoBaHue dopmaTte *PDF denepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nnucbMax opraHoB BnacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernameHTupylowmne obecneyeHne
WHopmMaLMoHHOM Be3onacHOCTU
HecoBepLUeHHoNeTHMX. [lonyckaeTcs
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BMECTO KOMUWIA pa3mellaTtb MMnepccbinikn Ha
COOTBETCTBYHOLLMNE AOKYMEHTLI HA canTax
OpraHoB rocyapCTBEHHOM BNacTu.

3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatotca metoamyeckme
paboTHMKam canTa peKkoMeHAaLmMmn 1 yKa3biBaeTCs
Konuu gokymeHTOB B MHGOpMaLNs O MEPONPUATUSIX, MPOEKTaXx
dopmaTte *PDF M NnporpaMmmax, HanpaBfeHHbIX Ha

noBblLLEeHNE NHOPMaLMOHHOM
rPaMoTHOCTM NeJarorn4eckux paboTHNKOB.

4. | Obyyatowmmces TekcT Ha cTpaHuue PasmellaeTtca nHdopmaumoHHas namsTka
canTta (npunoxexne N 2) n ykasbiBaeTcs
MHopMaLNS O MEPONPUATUSIX, NPOEKTaX
W MporpaMmax, HanpaBfieHHbIX Ha
noBblLLEHNE NHDOPMALMOHHOM
rPaMoTHOCTM 0By4YatoLmnXCs.

5. | Poautensm (3akoHHbIM | TEKCT Ha CTpaHuue PasmeLlaeTtca nHdopmaumoHHas namsTka
npeacTaBuTENAM) cavita (npunoxenue N 3).
obyvatowmxcs

6. |[etckune 6esonacHble | TeKCT Ha cTpaHuue Pasmellaetca nHdopmaums o
canThbl caunTa peKkoMeHOyeMbIX K MCNONb30BaHMIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX ETCKUX CalTOB.

OpraHam, ocyLLecTBNSALWNM ynpasneHne B cdepe obpasoBaHns, peKoOMeHAyeTCs Ha CBOUX ouLmanbHbIX
UHTepHeT-pecypcax obecneuntb (PYHKLUMOHMPOBAHWE CaMOCTOATENbHOrO W Ccrneumanu3vpoBaHHOro pasgena
"MndopmaumoHHasa 6e30nacHOCTL", B pamMKax KOTOPOro NpeaycMOTpeTh pa3MeLleHne cneayowen nHopmaumm:

Mpunoxexne N 1

NAMATKA }
ANS OBYYAIOLLMXCSA OB UHOOPMALIMOHHOM BE3OMACHOCTM AETE

HENb3A

1. Bcem nogpsa coobuiate CBOKW YacTHYH MHGOpMauuMio (Hactosiwue ums, dammnuio, tenedoH, agpec,
HOMep LLKONbI, a Takke doTorpadum cBou, CBOEN CEMbU U ApY3en);

2. OTkpbIBaTb BMNOXEHHbIE (halnbl 3NEKTPOHHOW NOYTbI, KOrAa He 3Haellb OTNPaBUTENS;
3. [pybuTh, NpuaMpaThCs, Oka3biBaTb AABMEHME - BECTU cebsi HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikaics AeHbrammu TBoel ceMby 6e3 paspelleHnst cTaplunx - BCceraa cnpaluvean poauTenein;

5. He BcTpevainca ¢ VIHTepHET-3HAKOMbIMKU B pearnbHOW XWU3HU - NOCOBETYWCS CO B3POCHbIM, KOTOPOMY
Josepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewsb o cebe Henpasay B VIHTepHeTe - coobuim 06 3TOM CBOMM poanTensm
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UNn onekyHaw;
2. MNpurnawatoT nepenncbiBaTbes, Urpatb, 0OMeHUBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. HesakoHHoOe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBan B3pocrbiM 0 Npobremax B CeTU - OHWU BCceraa noMoryT;

5. Wcnonb3yin HacTporikn 6e3onacHOCTU U NPUBATHOCTM, YTOObI HEe MOTEepPATb CBOM akkayHTbl B COLICETAX U
ApYrvx nopTanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenem;
2. Nonb3yelwbcs MHTEPHET-UCTOYHMKOM - Aenan CCbISIKY Ha HEro;
3. OTKpbIBaW TONbKO T€ CChINKK, B KOTOPbIX YBEPEH;
4. O6LaTbCcs 3a MOMOLLbIO B3POCHbIM - POAMTENW, ONEKYHbl U aAMUHUCTPALUSA CanToB Bcerga nomoryT;

5. Mponan oby4veHne Ha cante "CeTeBMYOK" U NONy4Yn NacnopT UMdpoBOro rpaxgaHnHal

Mpunoxexne N 2

MHOPOPMALIMOHHAA NAMATKA
AnsA ObYYHAKOLLKUXCA ONA PASMELLEHNA
HA OOULUNAIBbHbBLIX MHTEPHET-PECYPCAX

C KaxgblM rogom MONogexun B MHTEPHETe CTaHOBUTbCS Bornblue, a LWKONbHUKM OOHU M3 CaMbIX aKTMBHbIX
nons3osartene PyHeta. Mexgy Tem, NOMMMO OFPOMHOMO KOfMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT W
npobnembl. 3Ta NnamATKa AOMKHa NOMoYb Tebe 6e3onacHO HaXOAUTLCS B CETU.

KomnbloTepHble BUpPYCbI

KoMnbloTepHbI BUPYC - 3TO Pa3HOBWAHOCTb KOMMbIOTEPHBIX MPOrpamMm, OTINYUTENBHOW OCODEHHOCTbLIO
KOTOpOW $BNsAeTCA CNOoCOBHOCTb K pas3MHOXeHWo. B gononHeHve k 3TOMy, BMPYCbl MOryT MOBpeauTb UNn
MONHOCTBIO YHUYTOXWUTL BCe painbl M AaHHble, MOAKOHTPOSbHbIE MOMb30BaTENO, OT MMEHM KOToporo Obina
3anyLieHa 3apaxeHHas nporpaMma, a Takke NoBpeauTb U gaxe YHUYTOXUTb ONepaLMoHHY0 CUCTEMY CO BCEMU
davinamu B LuenomM. B 6onblUMHCTBE CnyvyaeB pacnpoCTPaHSTCA BUPYChbl Yepe3 UHTEPHET.

MeToabl 3alWunThl OT BPEAOHOCHbIX MPOrpaMm:

1. Wcnonb3yih COBpEMEHHble ONepauuoHHbIE CUCTEMbI, WMEKLLME Cepbe3Hbll YPOBEHb 3aluTbl OT
BPEAOHOCHbIX NPOrpamm;

2. lMocTosHHO ycTaHaBnmMBan nayty (LudpoBble 3annaTkv, KOTOpble aBTOMaTUYECKW yCTaHaBNMBAKOTCSH C
uensto JopaboTkM nporpammbl) M apyrve obHOBMNEHMS CBOEN OonepauuoHHON cucTeMbl. CKauvBam MX TONbKO C
oduumansHoro canta paspabotunka OC. Ecnu cyllecTByeT pexum aBToMaTnyeckoro 0GHOBMEHUS, BKNOYN €ro;

3. Pabotait Ha cBoeM KOMMblOTepe Nof npaBamMu Nosnb3osaTtens, a He agMuHUCTpaTopa. ATO He NO3BONUT
GOMbLUMHCTBY BPEAOHOCHBIX MPOrpaMM MHCTaNMPOBaTLCA HAa TBOEM NEePCOHANbHOM KOMMbIOTEPE;

4. /icnonb3yn aHTUBUPYCHbIE MNPOrpaMMHble MPOAYKTbl M3BECTHbIX MPOM3BOAUTENEN, C aBTOMAaTUYECKUM
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obHoBneHnem 6as;
5. OrpaHuyb hrsmyecknin 4OCTYN K KOMNbIOTEPY AN MOCTOPOHHUX KL,

6. Vicnonb3yi BHELWHWe HOCUTENW MHAOPMaLNK, TakMe Kak doneLuka, AUCK UM dann u3 MHTepHeTa, TONbKO
13 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpbiBa KOMMbIOTEPHbIE (Palnbl, MOMy4YeHHble U3 HEeHaAeXHbIX UCTOYHWKOB. [Jaxe Te cbannbl,
KOTOpble npucran TBOW 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTo He BMAO nepedayn OaHHbIX, HE TEXHOSOrMs, a Bcero nuwib 6peHa, mapka. Ewe B 1991 roagy
HuaeprnaHackas KomnaHws 3apermctpupoBana 6peng "WECA", yto ob6osHavano cnosocodeTaHve "Wireless
Fidelity", koTopbIn nepeBoguTCs Kak "GecnpoBogHast TOMHOCTb".

[o Hawero BpemeHu powna gpyras abbpeBuaTypa, KOTOpas SABMSIETCS TaKOW Xe TexHomorven. 310
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe Obi0 AaHO C HAMEKOM Ha CTaHAapT BbicLlen 3BykoBon TexHukn Hi-Fi, yto
B NepeBoje 03HayaeT "BbICOKas TOYHOCTL".

Ha, GecnnaTHblA MHTEPHET-AOCTYN B Kade, OTeNsX M aspornopTax ABNSeTcs OTNIMYHOM BO3MOXHOCTbIO
BbIXOAa B UHTEPHET. Ho MHOrMe akcnepTbl cunTatoT, 4To obwenoctynHble Wi-Fi ceTu He aBnatoTca 6e3onacHbIMu.

CoBeTbl N0 6e3onacHoCTH paboTbl B 06wWenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOWO nu4Hylo WHopmaumio 4Yeped obwepoctynHele Wi-Fi cetn. Pabotas B HuX,
XenaTtenbHO He BBOAMTb Maponuv 4OCTyNa, fOrMHbl U Kakne-To HOMepa;

2. cnonb3yi n 06HOBNSAN aHTUBUPYCHbIE NporpaMmbl U 6paHamayep. Tem cambim Tbl 06e3onacub cebs ot
3aKayku BMpyca Ha TBOe YCTPOWCTBO;

3. Mpu ncnonbaoBaxHmm Wi-Fi oTknoun dyHkumio "O6wmn goctyn K doannam n npuHtepam”. JJaHHas yHKuus
3aKpbiTa MO YMOSYaHWIO, OLHAKO HEKOTOpble MONb3oBaTENM aKkTUBMPYIOT ee Ans ygobCTBa MCNONb30BaHWUS B
paboTte nnn yyebe;

4. He ncnonb3yn nyonmyneii WI-FI ans nepegaym nyMyHbIX AaHHbIX, HANPUMMEpP Ansi BbIXo4a B COLManbHble
CeTU UINKN B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awueHHoe coeauHeHue vepes HTTPS, a He HTTP, T.e. npu Habope BebG-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkuuio "TogkntodeHne k Wi-Fi aBTomatudeckun”. He pgonyckan
aBTOMaTU4eCKOro NoAkni4veHust yctponcTea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CoumanbHble CeTM aKTUBHO BXOAAT B HALly XW3Hb, MHOIME Nogu paboTaroT M XKMBYT TaMm MOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH Munnuapg 4erioBek, YTO SIBMASETCA OAHOW CeObMOM BCEX XUTenen nraHeThbl.
MHorve nonb3oBaTenu He MOHMMAKT, YTO MHAOPMALUS, pa3MeLLeHHas MU B COLMAanbHbBIX CETSIX, MOXET ObITb
HanJeHa 1 UCMnonb3oBaHa KeM YrogHo, B TOM Yucre He o6s3aTenbHo ¢ 6naruMmm HamepeHusimu.

OcHoBHbIe coBeTbl N0 6e30MacHOCTN B coLluanbHbIX CETSX:
1. OrpaHuyb cnucok apysen. Y 1ebs B Apy3bsX He AOMKHO BbiTb CriyYanHbIX 1 HE3HAKOMbIX Nioaen;

2. 3awumiian CBOK YacTHYH u3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro pPoXOeHUsa U
OPYrylo NU4YHy0 MHopMaLnio. 3noyMbILWNEHHMKU MOTYT UCMOMb30BaTh AaXe UH(OPMaLMI0 O TOM, Kak Tbl U TBOU
poautTenu nnaHMpyeTe NPOBECTU KaHWUKYMbI;
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3. 3alumiuai cBo penyTauuio - epXku ee B YACTOTe U 3aaaBsaii cebe Bonpoc: xoTen Gbl Tbl, YTODOLI Apyrue
nonb3oBaTenu BUAenu, YTo Tbl 3arpyxaelub? Mogymai, npexae Yem 4To-To onybrnvkoBaThb, HanUcaTb U 3arpy3uThb;

4. Ecnv Tbl rOBOPULLL C NIOABMUW, KOTOPbIX HE 3Haellb, HE UCMOMb3yi CBOE pearibHOe UMS U OPYryo NINYHYIO
NHdOpMaLMK: UMSI, MECTO XXUTENbLCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTU, MO KOTOPOM MOXHO
onpenenuTb TBOE MECTOMOSIOXEHUE;

6. Mpu peructpauumn B coumnansHOM ceTn Heob6XoaMMO MCNONb30BaTh CIIOXHbIE NApoNnu, cocTosLme n3 Gyks
N undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. nsa coumanbHoW ceTu, NOYThl U APYrMX CaToB HEOOXOAUMO MCMONb30BaTb pa3Hbie naponu. Torga ecnu
Tebs1 B3NOMaloT, TO 3M0YMbILLMIEHHUKM NOny4aT AOCTYN TOMbKO K OQHOMY MECTY, a He BO BCe Cpasy.

3ﬂeKTpOHHbIe AeHbI'n

SJ'IeKTpOHHbIe AOEHbIN - 3TO O4YEHb y,D,O6HbIl7I crnocob nnartexen, ogHako CyLeCTBYKOT MOLWUEHHUKN, KOTOpbIe
XOTAT NONY4YUTb 3TN AEHbIU.

SJ'IeKTpOHHbIe AeHbrn noaBuincb coecemMm HegaBHO U UMEHHO K3-3a 3TOro0 BO MHOIMMX rocygapcrtBax Ao Cux
nop He NPonnucaHo NpPo HMUX B 3aKOHaXxX.

B Poccum ke OHU (PYHKLUMOHUPYIOT M O HUX YKe MPOMMCaHO B 3aKOHe, rae WX pasfensitoT Ha HEeCKONbKO
BMOOB - @aHOHUMHbIE WU HE aHOHWMMHblE. PasHuMua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpbIX paspeluaeTcs
npoBoAuTb onepauun 6e3 naeHTUMKauuM nonb3oBaTensl, a B HEAHOHUMHBLIX WAEHTUMKaUUS nonb3oBaTens
ABnsieTcs ob6s3aTenbHOMN.

Takke cnegyeT pasnuyaTb SMEKTPOHHblE puaTHble OeHbrM (paBHbl FOCY4APCTBEHHbIM BanoTam) U
3MNEKTPOHHbIE HeMaTHbIE AEHBIN (HE paBHbl FOCYAapCTBEHHBIM BanoTam).

OcHOBHble coBeTbl N0 BGe3onacHom pa60Te C 3J1EKTPOHHbIMU AE€HbraMu:

1. TpuBSHKM K cHETY MOOWIbHBIN TenedoH. 3TO camblil YAOOHbIN M BbICTPLIN CNOCO® BOCCTAHOBUTL JOCTYM K
cyeTy. [NpuBaA3aHHbIV TenedoH NOMOXeT, ecnu 3abydellb CBOM MraTeXHbI Naponb Unu 3argellb Ha CauT C
He3HaKOMOro YCTPOMWCTBA;

2. VlCFIOJ'Ib3y17I OQHOpa3oBblE Naposin. Mocne nepexoga Ha yCUIIeHHYH aBTOpU3alunko Tebe yXKe He 6yp,eT
yrpoXxatb ONacHOCTb KpaXXu Ui nepexsaTta nrjiateXxHoro napons;

3. Boibepu crnoxHbin naponb. [NpecTtynHukam OygeT He MPOCTO yragaTb CMOXHbBIM Maponb. HagexHble
naponu - 3To Naponun, KOTopble cogepxaTt He MeHee 8 3HaKOB M BKIOYatoT B cebs CTPOYHbIE M NPOMMCHbIE ByKBHI,
uMdpbl U HECKOMNBbKO CMMBOMOB, TakMe Kak 3Hak gonnapa, dyHTa, BOCKNMUATENbHLIM 3HaK u T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE AaHHbIE HA canTax, KOTOpPbIM HE AoBepAeELlb.
3]19KTpOHHaﬂ noyTa

OneKkTpoHHasa no4vta - 3TO TEXHOMOMMS U MPEefoCTaBrisieMble €K YCMyrn Mo MEPEechike U MNONy4YeHuHo
3NEKTPOHHbIX COOGLLEHNI, KOTOpbIE pacnpenensaTcs B KOMMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHbLIN MOYTOBLIN
AWMK BbIMSAMT criegylowmM obpasoM: uUMs_Monb3oBaTend@ums_AoMeHa. Takke Kpome nepedayy npocToro
TeKCcTa, UMeeTCs BO3MOXHOCTb nepeaaBaTb hansbl.

OcHoBHble coBeTbl N0 Be3onacHon paboTe € 3MeKTPOHHON NOYTON:

1. Hapo BbIGpaTb NpaBWIbHBIA MOYTOBLIA CepBUC. B MHTEpHETE eCcTb OrpoMHbIv BblIGOp OecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OOHAKO Nyylle JOBEPSTb TEM, KOr0o 3HaeLlb U KTO NePBbIA B PENTUHTE;
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2. He ykasblBah B JIMYHOW MOYTE JNYHYKO  uHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_haHat@" nnm "pok2013" BmecTo "Tema13";

3. Vicnonb3yi ABYXaTanHyk aBToOpM3auuio. ATO Korga NOMUMO Maponst HYXXHO BBOAWUTb KO, NPUChINaeMbli
no SMS;

4. Bbibepu crnioxHbIn naponb. [ns kaXkgoro noyYToBOro SiLMKa AOJPKEH OblTb CBOM HAOEXHbIA, YCTOMUYUBLIN K
B3MOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHBIA BOMPOC, NCMOMb3Y 3Ty BO3MOXHOCTb;

6. Vicnonb3ym HECKONbKO MOYTOBBIX ALMKOB. [epBbli ANS YaCTHOW NepenuckyM ¢ agpecatamu, KOTOpPbIM Tbl
AoBepsiellib. ITO ANEKTPOHHbIV agpec He Hado MCMNONb30BaThb NPY perncTpauumn Ha dhopymax u cantax;

7. He oTkpbiBan thannbl u gpyrve BAOXEHUs B NMCbMax, gaxe €Crnv OHW MpULLAW OT TBOMX Apy3en. Jlydwe
YTOYHW Y HUX, OTMPAaBNSANM N oHK Tebe aTn anns;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CEpPBUCE Nepepn 3akpbiTUeM BKNaOkM ¢ canToM He 3abyab HaxaTtb
Ha "Bbiitn".

KnGepO6ynnuHr unu eupTyanbHoe nsgeBaTeNbCTBO

KnGepOynnuHr - npecnenoBaHne COOOLLEHVUAMU, COAEpXKallMMU OCKOPOeHUsi, arpeccuto, 3arnyruBaHue;
XYNUraHCTBO; coLmaribHoe GoMKOTUPOBaHME C MOMOLLbIO Pa3fNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble cOBeTbI N0 6opbbe ¢ KMBepOYNIIMHIOM:

1. He 6pocawics B 6on. Jlyywmnii cnocob: nocoBeToBaTbCA Kak cebst BECTU U, €Cnn HeT TOro, K KOMY MOXHO
obpaTuTbCsl, TO BHayarne ycnokoutbcsi. Ecnu Tbl HauHelb 0TBeYaTb OCKOPOGNEHUsIMU Ha OCKOPONEeHUs, TO TOMbKO
ele 6onblue pasoxKellb KOHAINKT;

2. YnpaBnsan ceBoen knbeppenytaumen;
3. AHOHUMHOCTb B C€TM MHMMasi. CyLLecTBYIOT CNOCOObI BbIACHUTL, KTO CTOUT 3@ @aHOHUMHbBIM akkayHTOM;

4. He cTOoMT BECTU XynuraHckui obpas BUPTYyanbHOW XWU3HW. VIHTEpHET (bMKCUpPYeT BCe TBOW OEWCTBUS U
coxpaHsieT ux. Yoanutb ux 6ygeT kparHe 3aTpygHUTENbHO;

5. Cobniogan cBok BUPTYarbHYH YECTb CMOSOAY;

6. VrHopupyin eouHuYHbIA HeraTue. OaHOpas3oBble OCKOPGUTESNIbHbIE COOBLLEHUS Nydlle WUrHOpMpPOBaThb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HavanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHUSIMKW, B COUMArbHbIX CETAX €CTb
BO3MOXXHOCTb GITOKMPOBKU OTNPaBKM COOBLLIEHMI C ONpenerieHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou AeicTBMS: BLICTYNUTb NPOTUB NpecrieqoBartens, nokasaTtb emy,
YTO ero OeiCTBUSA OLEHMBAIOTCS HeraTMBHO, NogdepkaTb >KepTBY, KOTOPOM HYXHa Mcuxoriornyeckas NoMoLlb,
COOBLLUUTL B3POCHbIM O haKTe arpeCccUBHOMO NOBEAEHMUS B CETU.

MoOunbHbIN TenecgoH

CoBpeMeHHble cMapTdOHbI 1 NaHWeThl cogepxat B cebe BNosfiHe B3pOCnbi OYHKLMOHAM, U TeNnepb OHU
MOTYT KOHKYpPUpPOBaTb CO CTaLMOHApHbIMK koMMbloTepamn. OgHako, CPeAcTB 3alumTbl Ans nodobHbIX YCTPOWCTB
noka o4yeHb Mano. TecTupoBaHue U NOUCK YSI3BUMOCTEN B HUX MPOMCXOAUT He Tak UHTEHCMBHO, Kak ans MK, To xe
camoe KacaeTcs U MOOUNbHbLIX NPUOXEHUN.

CoBpeMeHHble MOOUnbHble 6pay3epbl  YKe MpakTUYecku [OorHanM HacTombHble aHamnory, OoaHako
pacluMpeHue gyHKUMOHana BreveT 3a coboi GombLUYI0 CIOXHOCTL Y MEHbLLYH 3aLLULLEHHOCTb.
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[aneko He BCe MpoOM3BOAUTENW BbiMyCcKalOT OOHOBMEHWS, 3aKpbiBAKOLIME KPUTUYECKME YA3BMMOCTM AN
CBOWIX YCTPOMNCTB.

OcHoBHble coBeTbl Ana 6e3onacHOCTM MOBUNbHOro TenedoHa:

Hunyero He gBndetcs no-HactoAawemy OecnnaTtHbIM. Eyﬂ,b OCTOpPOXEeH, BeOb Korga Tebe npegnararoT
©ecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl Kakme-TO nnaTtHble YCIyru;

Oyman, npexge 4yem otnpasute SMS, ¢doTo nnm Buaeo. Tbl TOYHO 3Haellb, rae OHW ByayT B KOHEYHOM
ntore?

Heobxogumo o6HOBNATE ONepaunoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yin aHTMBUPYCHbIE MPOrpaMMbl 4518 MOBUbHbBIX TenedoHOoB;

He 3arpyxaii npunoxeHusi OT HEW3BECTHOrO WCTOYHMKA, Bedb OHW MOrYT cofepxaTb BpeAoHOCHOe
nporpaMmmHoe obecnedeHue;

Mocne TOro Kak Thbl BbideLWwb C canTa, rae BBOAWM MUYHYI0 MHopMauuio, 3anamn B HacTponkn BGpaysepa u
yaanu cookies;

Mepuroamnyeckn NpoBepsiv, kKakne nraTHble YCIyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBan cBon Homep MOBUITbHOrO TenedoHa TOMbKO NI0AAM, KOTOPbIX Thl 3HaELb U KOMY AOBEpPSELLb;

Bluetooth gomxeH 6bITb BbIKIIOYEH, KOrga Thl UM He Nofb3yeLlbes. He 3abbiBavi MHOrg4a NpoBepsTh 3TO.
Online urpbl

CoBpeMeHHblE OHMaNH-Urpbl - 3TO KpPaCOYHble, 3axBaTbiBalOLiMe pasBrieyeHusl, OObEAMHSIIOLME COTHM
ThICSIY YEnoBeKk Mo Bcemy mupy. Urpoku mnccrnedyoT AaHHbIM UM MUp, obLliarTcs Apyr C APYroM, BbIMOMHSOT
3a/1aHusi, CPaKaKTCA C MOHCTPaMU U NonyyarT OnbIT. 3a yA0BONbCTBME OHM NNATAT: MOKYNaT ANUCK, ONnayvnsatT
aboHeMeHT nnm NpuobpeTarT Kakne-To onuuu.

Bce atu cpeancrtea wmayt Ha nogaepXaHnme wun pas3sutue Uurpbl, a TakKke Ha CcaMmy ©e30nacHoOCTb:
COBEPLUEHCTBYKOTCA CUCTEeMbl aBTOpuU3aunn, BbiMYCKAKTCA HOBbIE MaTyu (LJ,VI(*)pOBbIe 3annaTtkm and nporpaMM),
3aKpbIBAKTCA YA3BMMOCTU CepBEpOB.

B nogoGHbIx nrpax CTout onacaTtbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXun TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonbLlUMHCTBA nrp.

OcHoBHble coBeTbl N0 6e30nacHOCTU TBOEro MrpoBOro akkayHTta:

1. Ecnu gpyron urpok Beget cebs nnoxo unu co3gaet Tebe HenpusaTHOCTM, 3abroKMpyn ero B ChmMcke
UrPOKOB;

2. I'Io>|<any|7|0ﬂ agMUHUCTpaTopamM Urpbl Ha Mnyioxoe noBegeHne 3TOro Urpoka, XenatesibHO MPUINoXnTb
Kakme-To gokasaTtesnbCTBa B BUae CKPUHOB;

3. He ykasbiBan nuyHyto nHopmauuio B npodanne urpsbl;
4. YBaxai gpyrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnmBan HeodumumanbHble naTyv U Moabl;

6. \cnonb3yn CNoXHble U pasHble naponu;

7. Naxe BO BpeMs Urpbl He CTOWUT OTKMHOYaTb aHTMBMPYC. [MoKa Tbl Urpaellb, TBOW KOMMbIOTEP MOryT
3apasuTh.
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PULINHT Unm Kpaxa JIN4YHbIX AaHHbIX

OOGbluHOM  KpaXkenW [eHer W JOKYMEHTOB CerofHs yXKe HUWKOro He YAMBUWBL, HO C  pasBUTUEM
WNHTEPHET-TEXHOMOMI 3M10YMbILLNEHHVKN NEPEMECTUNUCE B MHTEPHET, W NPOAOIKAT 3aHMMaTbes "nMobuMbIM”
Aernom.

Tak nosiBunacb HOBasi yrpo3a: MHTEPHET-MOLLUEHHNYECTBA NN (OULLIMHT, FMaBHas Lefb KOTOPOro COCTOUT B
nony4eHMn KoHuaeHUnanbHbIX AaHHbIX NONb3oBaTenen - nNorvMHoB M naponen. Ha adrnuiickom asbike phishing
yntaeTca kak puwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ PULNHIOM:

1. Cnepgu 3a cBOUM akkayHTOM. Ecnu Tbl Nogo3peBaellb, YTO TBOS aHKeTa Oblna B3fiomMaHa, To Heo6xoanumo
3abnokupoBaTh €€ 1 COOOLLMTbL agMUHUCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Vicnonb3yn 6e3onacHble BeO-calTbl, B TOM YUCIE, MHTEPHET-MarasnHoOB M NMOUCKOBLIX CUCTEM;

3. Vicnonb3ayii cnoxHble n pasHble naponu. Takum obpasom, ecnv Tebs B3NOMalT, TO 3M0YMbILLNEHHUKN
nony4aT AOCTYN TOSIbKO K OOHOMY TBOEMY NPOUIIIO B CETH, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To Heobxoanmo npegynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble Ao6aBneHbl y Tebs
B OPY3bsX, O TOM, YTO TeGs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn GyaeT pacchbinaTbCa Cnam W CCbIfKN Ha
PULLNHIOBbIE CalThI;

5. YcTaHoBM HagexHblv naponb (PIN) Ha MOGUIbHLIV TenedoH;
6. OTknIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpblBan cannbl 1 Apyrne BrOXEHUA B NUCbMax, AaXe eCcriv OHW NpuLInmM oT TBoux apysen. Jlydwe
YTOYHW Y HUX, OTNPABMANM N OHU Tebe 3T hannbl.

LndpoBas penyTtauus

LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtupytowas
nHdopmaums, pasMeLleHHas B MHTEepHETe, MOXET Cepbe3HbiM 06pa3oM OTpasvTbCH Ha TBOEW peanbHOW XU3HW.
"UndpoBas penytaums” - 3To TBOW UMUK, KOTOPbIN hopmMupyeTcs M3 nHdopmaummn o Tebe B MHTEPHETE.

TBOE MECTO XWUTEenbCTBa, yqe6b|, TBOE (*)VIHaHCOBoe nonoxeHune, ocobeHHoCTn Xapakrtepa U pacckKkasbl O
ONN3KMX - BCe 3TO HaKannMBaeTCcH B CETU.

MHoOrMve nOAPOCTKM NErKOMbICNIEHHO OTHOCATCA K MyOnukaummM nudHoW uHdopmaumm B WMHTEpHeTe, He
NOHMMasi BO3MOXHbIX NOCNeacTBUin. Thl Jaxe He CMOXelLlb AoragatbCcs O TOM, YTO doTorpadus, pasmelleHHas 5
neT Hasaf, cTana NpU4MHOM OTKa3sa NpUHSATL TebsA Ha paboTy.

KomMeHTapuu, pasmelleHve TBoux doTtorpaduii u gpyrne AerNCcTBUS MOTYT HE MCYE3HYTb Jaxe Mocne Toro,
Kak Tbl MX yganuwb. Tbl HE 3Haelb, KTO COXpaHuI 3Ty MHOopMaumio, nonarna fm oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunach N OHa, a rMaBHOoE: YTO NogyMaroT 0 Tebe OKpyXKalLLme Ngu, KOTopble HanayT u yBuaaT 31o. Hantu
MH(OPMALIMIO MHOTO NET CNYCTA CMOXET fobon - kak n3 Aobpbix NobyXaeHun, Tak 1 C HaMepeHeM NMPUYUHUTL
Bpen. ATO MOXeT ObITb KTO YrOAHO.

OcHOBHble COBETHI MO 3almTe LMPOBON penyTaumm:
1. MNogyman, npexzae Yyem 4TO-TO Ny6nNuKoBaThb U Nepenasathb y cebsi B 6riore unu B coumansHON ceTy;

2. B HacTpoyikax npodunsa yCTaHOBW OrpaHMyYeHust Ha MNPOCMOTP TBOero npodund M ero CoaepXmmoro,
caenaw ero Tonbko "onsa apysen";

3. He pasmelnan u He ykasblBa MHOPMALMIO, KOTOpPasi MOXET KOro-nmbo ockopbnaTe unu obmxatsb.
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ABTOpCKOe npaBo

CoBpeMEeHHbIe LUKOMBbHUKN - aKTUBHblE Morib3oBaTeny uudgposoro npoctpaHcTea. OgHako Aaneko He Bce
3HalOT, YTO MOJSIb30BaHME MHOMVMM BO3MOXHOCTSIMM LudpoBoro Mupa TpebyeT cobniogeHus npaB Ha
WHTENNeKTyanbHyt0 COGCTBEHHOCTb.

TepMuH "MHTennekTyanbHash COBCTBEHHOCTb" OTHOCUTCSA K pasfnMyYHbIM TBOPEHMSIM YENOBEYECKOro yma,
HauMHasa C HOBbIX M30OpETEHUN U 3HAKOB, 0603HAYalOLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCNyru, U 3akaHyuBasi
KHuramu, otorpadmsamm, KUHOPUIIbMamMm 1 My3blkanbHbIMU NPOU3BEAEHNAMMU.

ABTOpCKUWE MpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl COOCTBEHHOCTb Ha NPON3BEAEHMS HAayKW, NUTepaTypbl
N UcKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTMKM TOrO, YTO MHTENMEKTyarbHbIN/ TBOPYECKUI TpyS
aBTopa He OyaeT HanpacHbIM, acT eMy CnpaBeafvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa,
nony4nMTb W3BECTHOCTb W npusHaHve. HukTo ©0e3 paspelleHuss aBTopa He MOXeT BOCNPOM3BOAWUTL €ro
npousBeAeHne, pacnpocTpaHaTb, NYGNNYHO OEMOHCTPMPOBATh, NpoAaBaTb, UMMNOPTMPOBATL, MyckaTb B MpoOKar,
Ny6nNnYHO MCNONHATL, NOKa3bIBATL/MCMONMHATE B 3dmpe unm pasmewatb B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
AaHHbIX K TBOMM akkayHTam A0 OroKMpoBKM TBOEro YCTPOWCTBA, A€ YCTaHOBIEHa HeneranbHasa nporpamma. He
CTOUT Takke 3abbIBaTb, YTO CYLLECTBYIOT feranbHble 1 6ecnnartHble NPorpaMMbl, KOTOPblE MOXHO HAWTW B CETMU.

O noprane

CeTeBM4YOK.pd - TBOW rMaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeWb Yy3HaTb O 6e30macHOCTU B CeTu
MOHATHBLIM M AOCTYMHBIM S3bIKOM, @ MPU BO3HUKHOBEHUWN KPUTUYECKOW CUTyaumm obpaTnTbCHa 3a COBETOM. A Takke
MPUHATL y4acTue B KOHKypcax v cTaTb caMbiM LMEPOBLIM rpaxkgaHUHOM!

MpunoxexHne N 3
NAMATKA Ons POOUTENEN OB UH®OPMALIMOHHOW BE3OMNACHOCTWU OETEN

OnpegeneHue TepMuHa "vHdopmauunoHHas 6e3onacHocTb aeten” cogepxutca B depepanbHom 3akoHe N
436-93 "O 3awute geter OT MHGOPMaLUK, MPUYMHSAIOWEN Bped UX 300POBbI0 U PasBUTMIO", perynvmpylolmm
OTHOLLUEHMS, CBA3aHHbIE C 3aUTON AeTen OT UHOopMaLnW, NMPUYMHSIIOLWEN Bpea UX 340POBbI0 U (Mnn) pa3BuTHIo.
CornacHo gaHHOMY 3akoHy "MHoOpMaumoHHast 6e30macHOCTb AeTern” - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBSA3aHHbIN C MPUYMHEHNEM MHOpMauuer Bpeaa ux 34OpoBbi U (Mnn) nsnyecKomy,
NMCUXNYECKOMY, AYXOBHOMY, HDaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-O©3 nHdopmaumen, NpuUmHAOLLENA Bpea 340POBb0 U (UNK) pasBUTUIO
neTen, aBndeTcs:

1. nHpopmaums, 3anpeLLeHHas 4na pacnpocTpaHeHusa cpean aeTen;

2. vHcopMauusi, pacnpocTpaHeHWe KOTOPOW OrpaHWYeHO cpeau AeTen onpefeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K nHopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHus cpeau geten, OTHOCUTCS:

4. nHopMaums, nobyxaawLlasl AeTel K COBEPLUEHUIO AEWCTBUIA, MPEACTaBMSIOWNX YrPO3y UX XU3HU U
(nnn) 300poBbIo, B T.4. MPUYUHEHNIO Bpeaa CBOEMY 3,0POBbI0, CaMOyBUNCTBY;

5. cnocoBHOCTb BbI3BaTb Yy AeTel KenaHue ynoTpebuTb HapKOTUYEeCKUe CpeacTBa, MCUMXOTPOMHbIe U (UnK)
odypMaHuBaloliMe BellecTBa, TabauyHble M3OEnusi, ankorofibHyl UM CNMpPTOCOAep)Kallylo MPOAYKUUIO, MWBO U
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HaNWUTKW, M3roTaBnMBaeMble Ha €ro OCHOBE; MPUHATbH yvacTue B asapTHbIX Urpax, 3aHMMaTbCsl MPOCTUTYLIMEN,
OpoAsAKHNYECTBOM MU NONPOLLANHNYECTBOM;

6. obocHoBblBawOLWaa wnu onpasAbiBatoLias [OMNYyCTUMOCTb Hacunua u - (MnnM)  KecTokocTn nubo
nobyxaatoLlas oCcyLLeCTBATb HACUNBCTBEHHbIE ENCTBUSA MO OTHOLLEHUIO K NIIOAAM U )KUBOTHbIM;

7. oTpyualoLLas ceMeiiHble LEHHOCTU U hOpMUpYIOLLLasl HeYBaXKeHVe K POAMTENSM U (MNn) APYIUM YneHam
cembi;

8. onpaBabiBatoLLas NpoTUBONPaBHOE NOBEAEHME;
9. copepKallas HeLleH3ypHYH BpaHb;
10. cogepxawasn nHcpopmaumo nopHorpacmyeckoro xapakrepa.

K wvHdopmaumn, pacnpocTpaHeHMe KOTOpPOM OrpaHWYeHoO cpeau [heTell onpedefieHHoro Bo3pacTa,
OTHOCKTCA:

1. MHpopmauwms, NnpeacTasnsgemMas B Buae M3006paKeHUss UNn OMMCaHWUs XXEeCTOKOCTK, hmauydeckoro n (unwm)
MCUXMYECKOro Hacunus, NPecTynneHns UM NHOro aHTMOOLLLECTBEHHOIO AeNCTBHUS;

2. Bbi3blBaOWaAs y AeTen CTpax, yKac unv naHuky, B T.4. npeacTaBnsemas B Buae u3obpaxeHus wmm
ONMCaHWs B YHWXaloWen YenoBedyeckoe AOCTOMHCTBO (DOPME HEHacUnbCTBEHHOW cMmepTu, 3aboneBaHwus,
caMoyBuIncTBa, HeCHaCTHOro Ccriydasi, aBapuv Unm KatacTpodsbl 1 (Mnn) X NOCneacTemn;

3. npegcrtaensiemas B BuAe WU300paXeHUs MMM OMMCaHMS MOJSIOBbIX OTHOLUEHUA MEXAY MYXYMHON U
>KEHLLMHOMN;

4. coaepxaliad 6paHHbIe ClioBa " BblpaXeHnd, He OTHOCALLMeCA K HeLl,eH3ypHOl7I 6paHVI.

C ydyeTom 3Toro Bam npegnaratotcs npasBuna paboTbl B ceTu VIHTEpPHET Ans pasnuyHbiX BO3PaCTHbIX
KaTeropuvi, cobniogeHne KOTopbix NO3BONMT 06ecnevnTs MHopMaLMoHHY0 6e30nacHOCTb BalLMX AETEN.

O6wwue npasuna ans poautenen

1. HezaBuncmmMo oT Bo3pacTa pebeHka ucnonb3ynTe nporpaMmHoe obecneveHune, nomoratLlee hunsTpoBaTb
N KOHTPONMPOBaTb UH(OPMALIMIO, HO HE MofarakTecb MNOMHOCTLIO HA Hero. Bawe BHMMaHWe K pebeHKy - rmaBHbIN
MeTOo[ 3alUnTbl.

2. Ecnn Baw pebGeHoK MMeeT akkayHT Ha OfgHOM U3 coumanbHbix cepBucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMaTENbLHO U3y4ynUTE, KaKyld MHOPMAaLUIO NOMELLAIOT ero Y4acTHUKN B CBOUX MPOhunsax m
6norax, Bkntovas gotorpadun n Buaeo.

3. lMpoBepbTe, C Kakumy OpyrMMuM carMTamMmy CBsi3aH coumarnbHbli cepBuc Balwero pebeHka. CTpaHWyKm
Bawero pebeHka moryT 6biTb 6e30nacHbIMU, HO MOTYT M COAEPXKaTb CChISIKN Ha HeXenaTenbHble 1 OnacHble CanThbl
(HanpvmMep, NOpHOCaNT, UNWN CanT, Ha KOTOPOM ApPYr YNOMMHAEeT HOMep COToBOro TenedoHa Bawero pebeHka mnu
Baw pomaiuHum agpec)

4. Moowpsante Bawwux geten coobwats 060 BCEM CTPAaHHOM WUIM OTTaSIKMBAIOWEM U HE CIIMLUKOM OCTPO
pearvpynTte, Koraa oHu 3TO fAenatoT (M3-3a onaceHus noTepsiTb A0CTYN K MHTepHeTY AeTu He roBOpAT poavTensm
0 npobrnemax, a Takke MOryT Ha4aTb UCMONb30oBaTb MIHTEPHET BHE AOMa U LLUKONbI).

5. byabTe B Kypce ceTeBol xM3HN Bawero pebeHka. MIHTepecyiTech, KTo ux Apy3bs B MIHTEpPHET Tak Xe, Kak
NHTEepecyeTecb pearbHbIMN OPY3bAMM.

Bo3pacTt ot 7 no 8 net

B MHTepHeTe pe6eH0|< CTapaeTcda NnoceTnutb 1€ U NHble CanTbl, @ BO3MOXHO M 4arhl, pa3pelieHne Ha
nocewieHne KOTOpbIX OH He nony4un Obl OT pop,MTene|7|. I'I03Tomy poauTenam 0COBGEHHO MOone3Hbl 6y,El,yT TE
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OTYeThbl, KOTOpble MPefoCTaBnsAlTCA nporpaMMaMy MO OrpaHMYEeHU0  ucnonb3oBaHus WHTepHeTta, T.e.
Pooutenbckuii KOHTPOMb UK TO, YTO Bbl CMOXeETe YBMAETb BO BpeMeHHbIX hannax. B pesynbTarte, y pebeHka He
OyoeT ouylleHus, YTo 3a HUM BeAeTCH MOCTOSHHbIA KOHTPOMb, OA4HAKo, poautenu OyayT no-npexHemy 3HaTb,
Kakue caunTbl nocewaet ux pebeHok. [eTn B gaHHOM Bo3pacTe obnagaloT CUMbHbIM YYBCTBOM CEMbM, OHU
OOBEPYMBLI U HEe COMHeBakTCsi B aBTopuTeTax. OHu nobAT urpaTb B CeTeBble WUrpbl M NyTELEeCTBOBATb MO
VHTepHeTy, NCNomnb3ysi 3NEeKTPOHHYI0 MOYTY, 3aX04UTb Ha CanTbl U YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMMN.

CoBeTbl N0 Bbe3onacHocTu B ceTn IHTepHeT anga aeten 7 - 8 net

1. CospgaiiTe cnucCOK AoMalUHUX MpaBun noceleHust MIHTepHeTa Mpu ydacTum geTen u Tpebyinte ero
BbINOMHEHNSA.

2. Tpebyiite ot Bawero pebeHka cobnogeHns BpeMeHHbIX HOPM HaxoXaeHUs 3a KoMnboTepom. Mokaxnte
pebeHky, 4yTo Bbl Habnogaete 3a HUM He nNoTomy 4TOo Bam 31O xouyeTcs, a notomy 4To Bbl 6ecnokonTtech o ero
6e30nacHOCTM 1 Bcerga rotoBbl €My MOMOYb.

3. KomnbloTep ¢ nogknioveHnem K MIHTepHeTy OOMmKeH HaxoauTbCcs B OOLen KoMHaTe nog NpUCMOTPOM
poautenen.

4. Ncnonb3ynte cneumanbHble 4eTCKME MOMCKOBbBIE MaLUUHBI.

5. Vicnonb3ynte cpeactsa OrnokMpoBaHMSA HexenaTerbHOro KOHTEHTa Kak OOMONHeHWe K CTaH4apTHOMY
PoantensckomMy KOHTPONHO.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM UMETb COOCTBEHHbIE aapeca.

7. Bnokupynte goctyn k canWTam ¢ OecnnaTHbIMU MOYTOBBLIMY SILLMKAMU C MOMOLLbI COOTBETCTBYHOLLErO
nporpaMmMHoOro obecneyeHus.

8. MNMpuyunte geten coBeToBaTbCa ¢ Bamu nepen onybnukoBaHvem kakon-nnbo vHgopmauun cpeacrsamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBIX OPM U NPOoUneNn.

9. Hayuute geTelt He 3arpyxaTtb hannbl, Nnporpammbl UM My3biky 06e3 Ballero cormnacus.
10. He paspeluante getsam Mcnonb3oBaTth CrykObl MTHOBEHHOrO 0OMeHa coobLLeHnaAMM.

11. B "Genbin" cnucok canToB, pa3spelleHHbIX Ofsi MOCELleHUs, BHOCUTE TONbKO CaWTbl C XOpoLuen
penyTauuen.

12. He 3abbiBavite 6ecenoBath ¢ geTbMu 06 nx Apy3bsx B MIHTepHeTe, Kak ecnuv 6bl pedb Wwna o apy3bsax B
pearnbHON XXWU3HW.

13. He genaiite "taby" 13 BONPOCOB MOSIOBON WU3HW, TaK kak B IHTEpHETE AETU MOTYT NErko HAaTKHYTLCA Ha
nopHorpadguio nnu cantel "gna B3pocnbix”.

14. MpunyumnTe Bawero pebeHka coobwaTb Bam 0 NOObIX yrpo3ax MM TpeBorax, CBA3aHHbIX ¢ MIHTepHETOM.
OcTaBanTecb CMOKOWHBLIMW U HanoMHWUTe OeTsIM, YTO OHM B ©6e30nacHOCTM, ecrniv caMmu pacckasanv Bam O CBOMX
TpeBorax. lNoxeanuTe Nx n NOCOBETYNTE NOAOWTM eLLe pa3 B NOAOOHLIX Cryyasix.

BospacTt getenn ot 9 fo 12 ner

B OaHHOM BoO3pacTe AeTn, Kak npaBuno, yXe HaclblllaHbl O TOM, KaKasd I/IH(bOpMaLI,I/Iﬂ cyulecTtByeT B
MHTepHeTe. COBEPLUEHHO HOPMAaIribHO, YTO OHU XOTAT 3TO YBMAETb, MPOYECTb, ycnbiwaTtb. [py 3TOM HYXHO
MOMHWUTb, YTO OOCTYNM K HexenaTemnbHbIM MaTepuanaM MOXHO Ferko 3abrokMpoBaTb MpW MOMOLLUM CPeacTB
Poantenbckoro KOHTpons.

CoBeTbl No 6be3onacHocTu anga geten ot 9 oo 12 netr

1. Cospgante cnucok OoMallHWMX npaBun nocelleHus WMHTepHeT npu ydactum peten n tpebynte ero
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BbINOMHEHWS.
2. TpebywnTte ot Bawero pebeHka cobnogeHns HOpM HaXoXAeHUSA 32 KOMMNbIOTEPOM.

3. Habnopaite 3a peGeHkoM npu paboTe 3a KOMMNbIOTEPOM, MOKaXuTe emy, YTo Bbl GecrnokonTech O ero
6e30nacHOCTU 1 BCeraa rotoBbl OKasaTb eMy NOMOLLb.

4. KomnbloTep € nogkntoveHnemMm B WIHTEpHeT JOormkeH HaxoauTbCs B OOLWen koMHaTe noa npucMoTpoM
poauTenen.

5. Vicnonb3ynte cpeactea OGrnokMpoBaHMSA HexenaTernbHOro KOHTEHTa KaK OOMOMHeHWe K CTaHOapTHOMY
PoantensckomMy KOHTPONHO.

6. He 3abbiBanTe npvHMMaTh HENOCpPeOCTBEHHOE y4acTue B XnsHu pebeHka, 6eceqoBatb ¢ geTbMu 06 ux
Opy3bsix B VIHTepHeTe.

7. HactanBavite, 4Tobbl 4€TM HMKOr4A He cornallanqcb Ha fMYHble BCTPeYn C ApY3baMn No VIHTepHeTy.
8. MNosBonante geTam 3axoAuTb TOMbKO Ha canTbl N3 "6enoro” cnucka, KOTOpbIN co3aanTe BMECTE C HAMM.

9. MNpuyunTte geTen HUKOrAa He Bbl4aBaTb MUYHYIO MHAOPMALMIO CpeacTBaMM SMEKTPOHHOW MOYThI, YaToB,
CMCTEM MrHOBEHHOro obMeHa COOBLLEeHNAMN, PerncTpaumMoHHbIX PopM, NMYHBIX NpodUen n Npu perucTpaunm Ha
KOHKypcCbl B IHTepHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. OBbACHUTE UM, YTO OHW MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenartenbHoe nporpammHoe obecneveHue.

11. Co3parite Bawemy pebeHKy orpaHUYEHHYH0 YYETHYIO 3annch Ans paGoTel HA KOMMbIOTEPE.

12. MNpwnyuute Bawero pebeHka coobiate Bam 0 Ntobbix yrpo3ax nnu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHuTe getam, 4To oHM B 6€30MacHOCTU, eCnn caMu pacckasanu BaM O CBOMX TPeBOrax 1 onaceHusx.

13. Pacckaxute getam o nopHorpadum B NHTepHeTE.

14. HacTtavBawTte Ha ToM, 4TOObI ATV NpefoCcTaBnsanM BaM AOCTYN K CBOEW 3MEKTPOHHON NoYTe, YTOObl Bbl
y6eamnuncb, 4To OHKU He obLLalnTCHa C He3HaKkoMLamu.

15. O6bsACHUTE OETAM, YTO HEMb3sl UCMONb30BaTh CEThb AN XYNUraHCTBa, PacrnpoOCTPaHEHUs CMMeTEH Unn
yrpos.

Bo3spacTt geten ot 13 go 17 net

B aTom Bo3pacTe MoapOCTKM aKTUBHO MCMOSb3YT MOUCKOBBIE MaLUWHbI, MOMNb3YHTCS 3NEKTPOHHOWN NOYTON,
cnyx6amMmy MrHOBEHHOro obmMeHa COOGLLUEHNSIMU, CKAYMBAOT MY3blky M unbMbl. ManbumMkam B 3TOM Bo3pacTe
bonblue MO HpaBy cMeTaTb BCE OrpaHUYeHusl, OHWU XaxayT rpyboro tomMopa, as3apTHbIX WUrp, KapTMHOK "ans
B3pocnbix". [eBouku npegnoynTaroT obliatbcs B YaTax, Mpu 3TOM OHM ropasfno 6onee 4yBCTBUTENbHbLI K
cekcyarnbHbIM JoMoraTenscTeam B MIHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe POAUTESNSM YKe BECbMa CITOXXHO KOHTPONMPOBATbL CBOMX AETEN, Tak kKak 0b
VIHTepHETE OHM YKe 3HAKT 3HaAYMTENbHO Gonblue CBOMX poauTenen. TeM He MeHee, He OTnycKkawWTe OeTen B
"cBobogHoe nnaBaHue" no NHTepHeTy. CTapantecb akTMBHO y4acTBOBaTh B 06LWeHUn pebeHka B VIHTepHeTe.

BaxHO no-npexHemy cTporo cobniogate npaBuna MHTepHeT-6e30MacHOCTU - corfalleHne  Mexay
poauTenamMu 1 getbMu. Kpome Toro, HeoGXoAMMO Kak MOXHO 4alle npocmaTtpuBaTb OTYETbl O AeSATEeNbHOCTU
neteit B MHTepHeTe. CnedyeT obpaTuTb BHUMaHWe Ha HeobXxoOMMOCTb COAepXKaHWs POoAMTENbCKUX Maposen
(naponei agMMHUCTPaATOPOB) B CTPOrOM CEKPeTe U 06paTUTb BHUMaHWE Ha CTPOroCTb 3TUX Naporei.

CoBeTbl N0 6e3onacHOCTK B 3TOM Bo3pacTe oT 13 go 17 net
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1. Cosgante CNMCOK AOMAaLUHMX MpaBuil NocelwleHnst VIHTepHeTa nmpu ydacTum MOAPOCTKOB U TpebynTe
6e3ycnoBHOro ero BbinonHeHunss. O6roBopuTe ¢ pebeHKoM CNUCOK 3anpeLLeHHbIX CanToB ("4epHbIn CMCoK"), Yackl
paboTbl B IHTepHeTe, pykoBOACTBO N0 00LeHunto B IHTepHeTe (B TOM Yncrne B YaTax).

2. KomnbtoTep ¢ NoAaKntoyYeHnem K cetn UHTepHeT A0MmKeH HaxoanTbes B obLLeln KoMHaTe.

3. He szabbiBante beceposatb C AeTbMn 06 MX Apy3bsix B VIHTepHeTe, O TOM, YeM OHW 3aHSTbl Takum
obpasom, ByaTo pedb uaeT o0 Apy3bax B peanbHOM XusHu. CnpalumBante o NoasX, C KOTopbiMy AeTu obLuatoTes
nocpeacTBoM Cny6 MrHOBEHHOro o6MeHa coobLeHaMK, YTobbl yoeauTbes, YTo 3TW MOAN UM 3HAKOMbI.

4. Ncnonb3ynte cpeactsa ONokMpoBaHWUS HexenaTenbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHOapTHOMY
PoouTtenbckoMy KOHTPOSH.

5. HeobxogMmo 3HaTb, KakMMuM 4aTamu nonb3ytoTca Bawwm pgetn. [Moowpsnte wncnonb3oBaHue
MOLEPUPYEMbIX YAaTOB M HacTauBanTe, YTOObl 4eTu He obLLanMchb B NPUBAaTHOM peXxume.

6. HactanBante Ha TOM, 4TOObI AeTK HUKOTA4a He BCTPEYanuchb NUYHO C ApYy3bsiMu u3 cetn MiHTepHeT.

7. lMpuyunTte geTer He BblgaBaTb CBOK JMYHYK WMHGOPMALMIO CpeacTBaMy 3NEKTPOHHOW MOYThI, 4aToB,
CMCTEM MIHOBEHHOIO OOMeHa coobLLEHAMU, PErMCTPaUMOHHbIX POPM, MNYHBIX Npoduner n Npyu perncTpaunm Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO OHU MOTYT
Cry4YanHo 3arpysvTb BUPYCbl NN APYroe HexxenaTtenbHoe nporpammHoe obecneveHue.

9. MNpuyunte Bawero pebeHka coobwatb BamM 0 NioObIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe geTtsm, 4To OHM B Ge3onacHOCTM, ecnu camu pacckasanum BaM, O CBOMX Yrpo3ax Wnu TpeBorax.
lMoxBanute ux n NOCOBETYNTE NOAONTM eLle pa3 B NOAOOHbIX crnyvasx.

10. Pacckaxute getam o nopHorpaduu B WHTepHeTe. lMomornte MM 3awmtuTbCca OT cnama. Hayuute
NoapoCTKOB He BblAaBaTb B VHTepHeTe CBOEro peanbHOro 9feKTPOHHOrO ajpeca, He oTBevyaTb Ha
HexenaTtenbHble MMCbMa 1 UCMONb30BaTh CneunanbHble NOYTOBbIE (PUNBTPLI.

11. Mpuy4nte cebs 3HAKOMUTBLCA C cCanTaMmu, KOTopble NoceLlatoT NOAPOCTKN.

12. Hayuute pgetein yBaxkaTb APYrUX B UHTEpPHETE. Y6eamTech, YTO OHM 3HAIOT O TOM, YTO NpaBusia XOpoLLEro
noBefeHns OeACTBYIOT Be3e - AaXe B BUPTyanbHOM MUpE.

13. OObsAcHWTE p[geTaMm, 4YTO HWM B KOEM cCrnydae Henb3s ucnonb3oBatb CeTb ANA  XyNUraHcTea,
pacnpocTpaHeHusi CNeTeH UMK Yrpo3 APYTUM NOASIM.

14. O6cyanTe ¢ NoApocTKamu NpobrieMbl CETEBbIX a3apTHLIX UMP U UX BO3MOXHbLIV pUcK. HanomHuTe, 4To
€TV He MOTYT UrpaThb B 3TW UIPbl COrMACHO 3aKOHY.

[MOCTOSIHHO KOHTPONMPYNTE Ucnonb3oBaHne VIHTepHeTa Bawum pebeHkom! 3To HE HapyLleHne ero fIMYHOro
NPOCTPaHCTBa, a Mepa NpeoCTOPOXHOCTU U NposiBrieHne Balwwen poanTenbCckon OTBETCTBEHHOCTU U 3a00ThbI.
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